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Protect students, faculty, and staff
from ransomware and advanced
threats - both on and off campus

Digital transformation has expanded learning opportunities but
also paved the way for new risks that come with cyberattacks,
data theft and ransomware. And as students return to campuses,

you have an opportunity to apply a different paradigm to your security: one that modernizes your
protection against the latest threats while simplifying management with a single solution and unified
experience. The security for your needs to work consistently independent of where the student is (e.g.

campus, home, coffee shop etc.)

Secure your learning environment to enabe “learn from anywhere”

You need to balance the benefits that come with access to digital learning resources with unfettered
exposure to explicit content and potentially malicious individuals. With Versa:

« Enable remote learning securely by continuously inspecting web traffic to block inappropriate
content and applications

* Build detailed insights into applications, user, threat, and events for consistent awareness to

protect against harm

« Secure BYOD SaaS$ application access management

Protect against ransomware

Ransomware and other malware through compromised websites infect your school devices and those
that students bring with them - ultimately leading to ransomware attacks, unwarranted access to your
school data and credential abuse.

* Enforce content policies on and off campus
« Use threat intelligence and URL protection to protect against web-borne threats

* Conduct inline malware and ransomware scanning and protection

Simplify your security

The need for richer and more intelligent controls has led to a sprawl of function-specific appliances
that have resulted in swivel-chair management. Moreover, cost and complexity have increased due to

vendor-specific architectures, protocols and configurations that lock you in.

Consolidate disconnected security products into a single, best-of-breed
software platform that is centrally managed and controlled

You can define once and consistently enforce a unified set of web security, ransomware, and malware
protection policies - whether students and faculty are on campus or remote.



Protect students, faculty, and staff from ransomware and advanced threats - both on and off campus SOLUTION BRIEF

The Versa K-12 Solution

With best-of-breed security built into our platform from the ground up, the Versa K-12 solution provides superior protection without
compromising student and faculty experience. You can quickly identify users and devices, control access to the Internet, and
quickly detect, respond and recover from threats. And the unified console and pre-built workflows make it simple to administer and
maintain the controls for your school.

Versa SSE Services

Secure Internet Access Secure SaaS Apps
Cloud-managed and cloud-delivered, VSIA Policy enforcement that secures data flowing
secures student, faculty and staff who are between users and educational applications
accessing SaaS applications and websites to comply with corporate and regulatory

without impacting the educational experience. requirements.

This includes also includes network security
capabilities to inspect and control all network
traffic against internet threats and preventing
unsecured traffic from compromising internal

networks and devices.
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